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Security and safety for
the connected home.

eero Secure adds security and safety services to your eero
devices, such as active threat protection and advanced
parental controls. It can also give you deeper insights into
your network data usage and help improve your browsing
experience.

Whether you're setting up eero Secure for the first time or
looking to do more, we've got you covered with the steps to
set up and use eero Secure.
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Advanced Security

Help keep your family safe from accidentally visiting
malicious sites that may infect your devices.

Turn on advanced security from the Discover tab in
your eero mobile app
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Activity

Encrypt.me

g eero Secure
&
VPN

et Active
S Scans Threat Blocks

Advanced Securit)
vanced Security 208,803 1 Malwarebytes

l Antivirus
o000

Ad Blocks Content Filters

Network

Amazon Connected Home
Manage compatible devices with eero's 465 3
built-in smart home hub, use supported

voice commands, and share device

nicknames

Advanced Security
Prevent access to sites that host malicious ()
content or viruses, botnets, phishing sites,

and more

Secure+ apps and features Ad Blocking

Apple Homekit
Add your eeros to the Apple Home app
en more protection to your
rabled accessories

eero Labs
Preview new features and network
improvements

Discover

1.

Tap on
eero Secure.

m

DDNS
Connect your external IP address
to a unique eero domain

@ 1Password
N

Password Manager

Encrypt.me
VPN

Malwarebytes
Antivirus

Network

Discover

2.

Scroll down to the
Network section.

™
N

Prevent most ads from appearing on your
mobile phone, desktop, and other
connected devices

Parental controls
Content Filters

Block inappropriate content for any
family member.

Block apps

Block access to apps like Roblox and YouTube

per profile

Advanced

Block & allow sites

The most granular block and allow settings

w A

Activty Discover

3.
Toggle on

Advanced Security.
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V.
Ad Block

Improve your browsing experience by blocking a

variety of ads on your devices.

Turn on ad blocking from the Discover tab in your

eero mobile app.

Discover

g eero Secure
&

Active

Advanced Security

Amazon Connected Home

Manage compatible devices with eero's
built-in smart home hub, use supported
voice commands, and share device
nicknames

Apple Homekit
Add your eeros to the Apple Home app
en more protection to your
rabled accessories

eero Labs
&
Preview new features and network

improvements

Discover

1.

Tap on
eero Secure.

m
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Activity Encrypt.me

VPN
Scans Threat Blocks

208,803 1 Malwarebytes
Antiirus
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Network

Ad Blocks Content Filters
Advanced Securit
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Prevent access to sites that host malicious C
content or viruses, botnets, phishing sites,

and more

Ad Blocking

Prevent most ads from appearing on your o
nob e desktop, and other

DDNS connected devices

Connect your external IP address
to @ unique eero domain Block for Network

Secure+ apps and features

@ 1Password Parental controls
N

Password Manager
Content Filters

Block inappropriate content for any

Encrypt.me family member.
VPN

Block apps
Block access to apps like Roblox and YouTube
Malwarebytes per profile
Antivirus
Advanced
Network
Block & allow sites
~ An 5
J W ® &

Discover
Home Activity Discover Settings

2. 3.

Scroll down to the Toggle on
Network section. Ad Blocking.
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Profiles

Create profiles so that you can set custom schedules,
control internet access, and apply content filters by profile.

Create a profile from the Home tab in the eero mobile app.

jronie
Online

eero Secure is Active

Block & Allow Sites
Create a personalised list of
blocked or allowed sites for
network or profiles.

Profiles

‘ Junie
0 Paused

Computers & Personal
D Google pixel phone
D Justin's iPhone

[1 Justin's MacBook Air

1.

Tap on the @ in the

top right.

@

jronie

Online

Block & Allow Sites

Profiles

Junie
0 Paused

Add a Device

Add a Profile

Add or Replace eero Devices

Invite a Guest

Cancel

2.

Select Add a Profile
from the pop-up menu.

@

o

Add a Profile

You can add as many devices to a profile as you'd
like, but each device can only be in one profile

Computers & Personal

0

0
o

)

Google pixel phone
HTC Corporation

Justin's iPhone

Justin's MacBook Air
Apple, Inc

Justin's PC

alwlelrlT]¥ll J lolr
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Add a profile name.

@



(0]
AN

Profiles (continued)

Create profiles so that you can set custom schedules,
control internet access, and apply content filters by profile.

(%) Add a Profile

Justin
You can add as many devices to a profile as you'd

like, but each device can only be in one profile.

Computers & Personal

Google pixel phone
HTC Corporation

Justin’s iPhone

Justin's MacBook Air
Apple, Inc

Justin's PC
Intel Corporate

Justin's work MacBook
Apple, Inc

™ Junie’s MacBook Air
Apple, Inc

™ Junie’s work MacBook
Apple, Inc

B Junie's iPhone XS
Already in the J¢ Junie profile

4.

Select which devices to

add to the profile.

m

o

Add a Profile

Justin

You can add as many devices to a profile as you'd
like, but each device can only be in one profile.

Computers & Personal

0

Google pixel phone
HTC Corporation

Justin's iPhone

Justin's MacBook Air
Apple, Inc

Justin's PC

Intel Corporate

Justin's work MacBook
Apple, Inc

- Junie's MacBook Air
Apple, Inc

- Junie's work MacBook
Apple, Inc

B Junie's iPhone XS
Already in the Jo Junie profile




Content Filters

Set restrictions for designated devices based on
preset age ranges or content categories.

Set up content filters from the Discover tab in the

eero mobile app.

Discover

g eero Secure
Active

Advanced Security

Amazon Connected
nage ¢

r eeros to the Apple Home app
ven more protection to your
bled accessories

eero Labs
&
Preview new features and network

improvements

1.

Tap on eero Secure.

eero Secure

\ 1Password

Password Manager

Malwarebytes
Antivirus
Network
Advanced Security

access to sites that host o
s content or viruses, botnets,

phishing sites and more

Ad Blocking

©

Profiles

Content filters

Block inappropriate content for any
family member.

Block & Allow Sites
Block or Allow access to sites on your
network or profile.

Scroll down to the

3:45 ol T -

& Block apps

Choose the profile you want to block apps for.

Profiles

© o

Home
Margo
Steven

Trevor

Add Profile

Select the profile for
which you want to
set up content filters.

Profiles section, and
@ select Content filters.



Content Filters (continued)

Set restrictions for designated devices based on
preset age ranges or content categories.

& Filter Level

Pick a default filter level for this profile. You
can customise all filters after you make a
selection.

Pre-school (O - 5 years)

A walled-garden experience of the Internet
with our highest level of filtering for content
that may not be appropriate for kids.

Pre-teen (6 - 12 years)

A substantially filtered version of the Internet
that blocks social media, messaging, adult
content and more.

>

Teen (13 - 18 years)

A moderately open online experience that
filters out adult, illegal and violent content
by default

Adult

All filters are disabled by default and ready
to be fully customised.

Discover Settings

Tap the desired
filter template.

m

(%] Pre-teen (6 -12years)  Apply

A substantially filtered version of the
Internet that blocks social media,
messaging, adult content and more.

Filtered search

Q

) SafeSearch

@ YouTube Restricted

Blocked cateaories

Adult content

lllegal or criminal
Violent

Chat and messaging

Social media

5.

Review options and
tap Apply.

m
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< Content filters  Edit Presets
Search ®

SafeSearch

Block inappropriate search results from ()
Google, Bing, DuckDuckGo, and

Yandex

YouTube Restricted

Block inappropriate videos on YouTube

Mature

Adult content

Block gambling, dating services and
sexually explicit sites

lllegal or criminal
Block drugs, copyright infringement
and hacking sites

Violent
Block violence, weapons, hate speech
and extremist group sites

Social ®

Chat and messaging

Block 1-on-1 and group chat apps and O
)

Home Discover Settings

6.

Toggle on/off individual
content filter categories
as desired.

m



Content Filters (continued)

Set up content filters from a Profile in the eero mobile app.

Pause

Trevor

Online

Devices
[J Trevors phone

Add a Device
Add a Scheduled Pause

Ad Blocking

Parental controls
Content Filters
Block apps

Block & allow sites.

Delete Profile

1.

Select Content filters.

m

Pre-teen (6 - 12 years)

A substantially filtered version of the
Internet that blocks social media,
messaging, adult content and more.

Filtered search

Q

) SafeSearch

@ YouTube Restricted

Blocked cateaories

Adult content

lllegal or criminal
Violent

Chat and messaging

Social media

2.

Tap the desired filter
template and tap Apply.

m
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< Content filters  Edit Presets

Search

SafeSearch

Block inappropriate search results from
Google, Bing, DuckDuckGo, and
Yandex

YouTube Restricted

Block inappropriate videos on YouTube

Mature

Adult content
Block gambling, dating services and
sexually explicit sites

llegal or criminal

Block drugs, copyright infringement
and hacking sites

Violent

Block violence, weapons, hate speech
and extremist group sites

Social

Chat and messaging

w

Home

Block 1-on-1and group chat apps and O

®

Toggle on/off individual
content filter categories

as desired.

m



Block apps

Block select apps for designated profiles.

Set up Block app from the Discover tab in
the eero mobile app.

Discover

eero Secure
Active

Advanced Security

Amazon Connected Home

Manage compatible devices with eero's
built-in smart home hub, use supported
voice commands, and share device
nicknames

Apple Homekit
Add your eeros to the Apple Home app
en more protection to your
rabled accessories

eero Labs
Preview new features and network
improvements

Discover

1.

Tap on eero Secure.

m

eero Secure

Encrypt.me
VPN

Malwarebytes
Antivirus
Network
Advanced Security
Prevent access to sites that host malicious 0
content or viruses, botnets, phishing sites.
and more
Ad Blocking
Prevent most ads from appearing on your ()
mob e desktop, and other
connected devices

Block for Network

Parental controls

Content Filters
Block inappropriate content for any
family member.

Block apps
Block access to apps like Roblox and YouTube
per profile

Advanced

Block & allow sites

w A~ @

Activity Discover Sattings

2.

Scroll down to the
Profiles section, and
select Block apps.

g
N

& Block apps

Choose the profile you want to block apps for.

Profiles

Home
Margo

Steven

o
o
o
o

Trevor

Add Profile

Discover Settings.

Select the profile for
which you want to
block apps.

m



Block a PPS (continued)

Block select apps for designated profiles.

Set up Block app from the Discover tab in
the eero mobile app.

3:45 il = - 3:45 ail = -

& Block apps @ Done

& Block apps (6}

Search and select the apps you want to block for
this profile

Search and select the apps you want to block for
this profile.

Q search

@ Blocked (3) £ Adult

Discord

Q Search

@ Blocked (0) = Adult ) Chatand

Discord

Chat and Messaging Chat and Messaging
Facebook

Social Media

Facebook
Social Media

Instagram
Social Media

Instagram
Social Media

Netflix
Streaming

Netflix
Streaming

Roblox
Games

. Roblox
Games

TikTok

TikTok
Social Media S

Social Media

g Twitter
Social Media

¥ Twitter
Social Media
YouTube YouTube

Streaming

4. 5.

Select the apps that you Confirm selection by
want to block. tapping Done.

Q Q

1
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Block a PPS (continued)

Set up content filters from a Profile in the eero mobile app.

3:45 3:45 all T -

all T -
Pause

& Block apps @ & Block apps @ Done

Search and select the apps you want to block for Search and select the apps you want to block for
this profile this profile.

Trevor Q Search

+* Popular | @ Blocked (0) L Adult O Chatand ++ Popular | @ Blocked (3) L Adult O Chatand M

@ Discord @ Discord °
Chat and Messaging Chat and Messaging

Online

Devices

[J Trevors phone

Facebook 'i Facebook

Social Media Social Media
Add a Device

Add a Scheduled Pause SadalMedia) Social Media

Netflix Netflix
Streaming Streaming

r@ Instagram Instagram

Ad Blocking

. Roblox Roblox

Parental controls Games Games

Content Filters TikTok TikTok

Social Media Social Media
Block apps

) - Twitter W Twitter
Block & allow sites Social Media Social Media
YouTube YouTube
Streaming Streaming

Delete Profile

& )

Activity Discover Settings Activty Discover Settings

1. 2. 3.

Select Block apps. Select the apps that you Confirm selection by

want to block. tapping Done.
m

m
m



Block & Allow Sites

Help prevent particular websites from displaying on
certain family members’ devices.

Add a site to block from the Discover tab in the eero

mobile app.

Discover

g eero Secure
Active

Advanced Security

FY) Amazon Connected Home
&= Manage compatible devices with eero's
built-in smart home hub, use supported
voice commands, and share device
nicknames

Apple Homekit

Add your eeros to the Apple Home app
and provide even more protection to your
HomeKit-enabled accessories

eero Labs
&
Preview new features and network

improvements

1.

Tap on eero Secure.

m

eero Secure

\ 1Password

Password Manager

Malwarebytes

Antivirus

Network

Advanced Security

Prevent access to sites that host
malicious content or viruses, botnets.
phishing sites and more

Ad Blocking

Prevent most ads from appearing on
your mobile phone, desktop and other
connected devices

Profiles

Content filters
Block inappropriate content for any
family member.

Block & Allow Sites
Block or Allow access to sites on your
network or profile.

Scroll down to the
Profiles section, and
select Block & Allow Sites.

o

Block Site

Domain
|

Block for

Network

Profiles

‘ Junie
° Justin

g h

vib|n|im}

/ .com return

Tap Add Blocked Site.

m
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Block & Allow Sites (continued)

Help prevent particular websites from displaying on

certain family members’ devices.

For Allowed sites:

To add an allowed site, follow these same steps but toggle
to the Allowed tab and select Add Allowed Site on Step 3.

3:45

(%) Block Site
Domain

|

Block for

Network

Profiles

‘ Junie

° Justin

qiwlelrfjtiyjul]i p

als|djflaglhlijlk]!

/ .com return

4.

Enter the URL of the
website you wish
to block and select the
Profile associated
with the blocked site.

@

3:45

& Block Site
Domain

netflix.com
Block for

Network

Profiles

0 Junie

0 Justin

5.

OR select Network
to block it for all users
on the network.

J‘—]_\

Block & Allow Sites

Blocked Allowed

Create a customised list of blocked sites for
the entire network or for individual profiles.

netflix.com Profile

¥ Added alList ltem
Add Blocked Site

6.

The blocked site now
appears in the list with
the associated profiles.
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eero Internet Backup

Keep your wifi up and running when your wired
connection goes down.

Manage eero Internet Backup from the Home tab in
the eero mobile app.

&

Backup internet

is offline.

Add nearby Wi-Fi networks or a personal
hotspot. To make your hotspot discoverable,

Internet

Wired connection
Online

eero internet backup

Wired speed test

Download
4 661 Mbps

Upload
1 430 Mbps

Updated

Sep 22, 253 am

Your internet speed is very fast.

With this kind of speed, you can stream 4K
videos, do video chats and stream games
simultaneously on multiple devices.

Learn more about speeds

Tap on Internet and select
eero Internet Backup.

J\-L

© Addanetwork

Devices with backup access
Default (A

Toggle on eero Internet

Backup to turn on.

J\-L

toggle it ON in the Settings of your device.

See hotspot disclaimer

Searching for nearby networks ()

Manually add network

Network 1

Network 2

Network 3

Network 4

Network 5

Network 6

Network 7

Network 8

Network 9

3.

Click on Add a network.
Select your network from
the list and enter your
password.

J\l



Data Usage

View historical data usage by profile or device with
daily, weekly, or monthly snapshots.

View data usage activity from the Activity tab in the
eero mobile app.

Activity

Show More Activity
Last Week

Data Usage ®

Live Data Usage

Data Usage ®
Live Data Usage
<

Feb 6-12

Internet

Fastest Download Fastest Upload

4951 Mbps 142 Mbps

Downloaded Data Uploaded Data

133.8 GB 64.5GB

Security

Scans Threat Blocks

412,988 21

Ad Blocks Content Filters

456 n

1.

Week

3209 GB
Nov 8-14, 2020

Thu Fri

Sun Mon Tue Wed

Profiles

@@ Justin
138.5GB 17.6 GB

.& Junie

{3 GB 1.6 GB

Other Devices
1222 GB 1314 GB

109 GB

o
Sat

Devices

¥ o0

S
lo]
(0]

{J

- Justin’s MacBook Pro
149 GB 14649 MB

- Junie's MacBook Air
14.3 GB 19319 MB

Mario's iPhone
42.3GB 122.2MB

Nintendo Switch
15281 MB 1.2 GB

Nintendo switch
1494.8 MB M.1GB

Google pixel phone
111 GB 1145.8 MB

Echo
1699.6 MB 143.6 MB

- Justin's PC
1387.7 MB 130 MB

Yip's iPhone
13849 MB 127 MB

Echo dot
41014 MB 153.2 MB

Select a profile or device
to view more details.

Tap on the
Data Usage block.

Navigate between
Day, Week, and Month
tabs, and the Profiles and

@ Devices tabs. @
gl



Activity Center

See how many filters eero Secure has performed
and how many threats it has blocked.

View scans and threat blocks activity from the
Activity tab in the eero mobile app.

3:45

Activity
Show More Activity
Last Week

< Week
Feb 6-12 ee

Threat blocks

< GOOD WAY IND. CO., LTD. Manage

Day Week Month

Internet 69 219

Nov 8-14, 2020 Nov 2020

Fastest Download Fastest Upload

V951 Mbps 142 Mbps

Downloaded Data Uploaded Data

3
133.8 GB 64.5GB
.'..". olloocl l
Security
Scans Threat Blocks ' ' . .
Mo

0
o

412,988 21 Sun n Tue Wed Thu Fri Sat

Ad Blocks Content Filters M Junie's MacBook Air
456 n == Apple, Inc

Top devices Threat categories

Phishing & Deception
Botnet

M GOOD WAY IND. CO,, LTD.

== GOOD WAY IND. CO., LTD. Malware

D I Justin's iPhone Spyware
D I Junie’s iPhone XS

— ™ Junie’s work MacBook
A~ @

Home Activity Discover

1. 2. 3.

Tap on the Scans or Navigate between the Select a top device to
Threat blocks block. Day, Week, and view more details.
Month tabs.

& @ &



Notifications

Manage which eero Secure notifications you receive.

Manage notifications from the Settings tab in the eero

mobile app.

Settings

Network jronie
Password

Guest access

Notifications
Software updates

Advanced

eero Account
Troubleshooting
Legal

Debug

Switch Networks

1.

Select Notifications.

j“

&
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Devices

New devices

All new devices

Any new device that joins your network

Unrecognised device names

with a

Reports

Data usage activity

Weekly security activity

System

Software updates

2.

Customize notifications
to your liking.

@

Notifications

18
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For troubleshooting and further
support, visit mybluepeak.com

@ 2023 Bluepeak. All rights reserved. 1-888-975-4BL.U(4258)
For more details about eero subscription features, visit eero.com/eero-secure hellobluepeak.com
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